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LEARNING OBJECTIVES:  

1. To provide an understanding of information systems, including transaction cycles, 

databases, and enterprise resource management. 

2. To equip students with knowledge of data management techniques, including data 

warehouses, data marts, data lakes, and enterprise performance management (EPM). 

3. To develop an understanding of data governance principles, data life cycle management, 

and records management. 

4. To familiarize students with cybersecurity concepts, cyberattacks, and the implementation 

of effective defences against cyber threats. 

COURSE OUTCOMES:  

1. Explain the fundamental concepts of information systems, data governance, and 

cybersecurity. 

2. Utilize information system tools to manage databases, transaction cycles, and enterprise 

resources effectively. 

3. Assess cybersecurity risks and develop appropriate strategies to defend against 

cyberattacks. 

                     

Unit                 Course Content Andragogy No of Lectures 

I Information Systems 

Overview of Information Systems in Business 

Transaction Cycles and Their Importance 

- Revenue Cycle 

- Expenditure Cycle 

- Production Cycle 

Databases and Data Management 

- Types of Databases (Relational, NoSQL) 

- Database Management Systems (DBMS) 

Enterprise Resource Management (ERP) 

- Key Features and Benefits of ERP Systems 

- ERP Implementation Challenges 

Data Storage Solutions 

- Data Warehouse, Data Mart, and Data Lake 

- Enterprise Performance Management (EPM) Systems 

Presentations, 

Case studies, 

Group 

Discussions 

15 

II Data Governance and Cybersecurity 

Data Governance Principles 

- Importance of Data Governance 

- Regulatory Compliance and Standards 

Data Life Cycle and Records Management 

- Stages of Data Life Cycle 

- Best Practices in Records Management 

Cyberattacks and Threats 

- Types of Cyberattacks (Phishing, Malware, 

Ransomware, DDoS) 

- Impact of Cyberattacks on Organizations 

Presentations, 

Case studies, 

Group 

Discussions 

15 



Defenses Against Cyberattacks 

- Firewalls and Intrusion Detection Systems (IDS) 

- Encryption Techniques 

- Employee Awareness and Training 

 

SUGGESTED READINGS 

1. Kenneth C. Laudon and Jane P. Laudon - "Management Information Systems: Managing the 

Digital Firm," Pearson 

2. Ramez Elmasri and Shamkant B. Navathe - "Fundamentals of Database Systems," Pearson 

3. William Stallings - "Cryptography and Network Security: Principles and Practice," Pearson 

4. John Ritting house and James F. Ransome - "Cybersecurity Operations Handbook," Elsevier 

 

TERM END EXAMINATION 

 

 

     

                             

 

 

 

 

 

 

 

 

  

 


